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Risque Important
Impact Important

Systémes affectés

e Foundation Core for VMware Tanzu Platform versions antérieures a 3.1.9
e NodeJS Buildpack versions antérieures a 1.8.82

e Elastic Application Runtime for VMware Tanzu Platform versions antérieures a
10.2.9+LTS-T

e Elastic Application Runtime for VMware Tanzu Platform versions antérieures a

6.0.26+LTS-T

VMware Harbor Registry versions antérieures a 2.14.3

.NET Core Buildpack versions antérieures a 2.4.86

NGINX Buildpack versions antérieures a 1.2.71

Java Buildpack versions antérieures a 4.90.0

VMware Tanzu for MySQL on Tanzu Platform versions antérieures a 10.1.1

HWC Buildpack versions antérieures a 3.1.91

Tanzu Data Flow on Tanzu Platform versions antérieures a 2.0.4

Elastic Application Runtime for VMware Tanzu Platform versions antérieures a 10.3.6

Go Buildpack versions antérieures a 1.10.75

Extended App Support for Tanzu Platform versions antérieures a 1.0.17

Binary Buildpack versions antérieures a 1.1.61

Identificateurs externes

Veuillez consulter les bulletins de sécurité de VMware pour les identifiants externes.
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Bilan de la vulnérabilite
VMware annonce la correction de plusieurs vulnérabilités affectant ses produits susmentionnés.

L'exploitation de ces vulnérabilités peut permettre a un attaquant d’injecter du code, d’¢lever ses
priviléges, de contourner des mesures de sécurité ou d’accéder a des données confidentielles.

Solution

Veuillez se réferer au bulletin de sécurité de VMware pour les mises a jour.

Risques

e Injection de code
e Elévation de privileges
e Contournement de mesures de sécurité

e Acces a des données confidentielles
Références
Bulletins de sécurité de Broadcom:

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37197

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37198

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37199

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37200

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37201

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37202

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37203

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37204
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e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37206

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37207

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37208

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37209

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37210

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37211

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37212

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37213

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37214

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37215

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37216

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37217

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37218

e https://support.broadcom.com/web/ecx/support-content-notification/-
lexternal/content/SecurityAdvisories/0/37219

e https://support.broadcom.com/web/ecx/support-content-notification/-
[external/content/SecurityAdvisories/0/37220

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37221

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/37222
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